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Immersive Educational Virtual Reality Game
to raise Social Engineering Awareness




SOCIAL ENGINEERING

- And lastly, your pet's name?
- Um, Flipper.
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Social engineering “most dangerous” threat,
say 75% of security professionals

Research by CS Hub has revealed that social
engineering and phishing attacks are the top threat to SOCIAI- ENG I N EERI NG
cyber security
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NEWS

Nine in 10 enterprises fell victim to successful
phishing in 2022

Egress annual email security risk report breaks down impacts of email-based
phishing attacks and data loss, and the effect these can have on organisations in
terms of staff retention and morale



SOCIAL ENGINEERING

The art of manipulating and deceiving people
on a social level to obtain confidential
information and bypass security measures.
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PROBLEM

Lack of awareness of social engineering
among employees!
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Immersive Educational Virtual Reality Game

to raise Social Engineering Awareness
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Gain knowledge and
awareness along the way.

Exploit vulnerabilities by
performing social
engineering attacks.

Conduct security audits in

virtually simulated
companies.
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PROTOTYPE

Welcome to BlackDiamond Ads. How can | help you?
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Do you mind if I'm going to wipe through and empty the
trash cans right now. 'm going on vacation tomorrow
and want to get finished before it.
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Student Game
Design Competition

T CHI PLAY 2020

NEXTREALITY.CONTEST : BEST STUDENT o BEST PROTOTYPE
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Elevating employee awareness to enhance
company security and create a safer future.

@'h' I'#:;%

|1r'|-|

—SOC|A|_ "l.
ENGINEER @

zefwih.com/the-soaal-englneer

PASCAL JANSEN DANIEL HIRSCHLE FABIAN FISCHBACH MARK COLLEY



